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preservation combines policies, strategies
and actions that ensure access to digital content

over time.”
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Digital Preservation
Strategies
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Creation
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Preservation Storage
Reqguirements

Content
Creation

Content Content
Maintenance Integrity
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Storage and Geographic
Location

File fixity and Data
Integrity

Information Security

Metadata

File Formats

Level 1 (Protect your
Data)

-Two complete copies
that are not collocated
-For data on
heterogeneous media, get
the content off the
medium and into your
storage system

-Check file fixity on ingest
and/or create fixity
information

-ldentify who has read,
write, move and delete
authorization to individual
files

-Restrict who has those
authorizations

-Inventory of content and
its storage location
-Ensure backup and non-
collocation of inventory

-Encourage use of a
limited set of known open
formats and codecs

Level 2 (Know your
Data)

-At least three complete
copies

-At least one copy in a
different geographic
location

-Document your storage
system and the storage
media and what you need
to use them

-Check fixity on all ingests
-Use write-blockers when
working with original
media

-Virus check high risk
content

-Document access
restrictions for content

-Store administrative
metadata

-Store transformative
metadata and log events

-Inventory of file formats
in use

Level 3 (Monitor your
Data)

-At least one copy in a
geographic location with a
different disaster threat
-Obsolescence monitoring
process for storage
systems

-Check fixity of content at
fixed intervals

-Maintain logs of fixity
info; supply audit on
demand

-Ability to detect corrupt
data

-Virus check all content

-Maintain logs of who has
performed what actions
on files, including
deletions and
preservation actions

-Store standard technical
and descriptive metadata

-Monitor file formats
obsolescence issues

Level 4 (Repair your
Data)

-At least three copies in a
geographic locations with
different disaster threats
-Have a comprehensive
place in a place that will
keep files and metadata
on currently accessible
media or systems

-Check fixity of all content
in response to specific
events or activities
-Ability to replace/repair
corrupted data

-Ensure no one person
has write access to all
copies

-Perform audits of logs

-Store standard
preservation metadata

-Perform format
migrations, emulation and
similar activities as
needed
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Preserving the Bits
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Storage Media
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Scalability Medium Low Medium Low High
High Low High Medium Medium/
High

Reliability/Perform gXel Low High High High
ance (Bandwidth)

High Low Medium  Low High
Portability Medium High Low High N/A
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Storage Media Concepts

Aerial Density

Synchronization

Failure Rate / Reliability
Mean-time between Failures
Cyclic Redundancy Check \
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Redundancy & RAID
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Redundancy & RAID
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Redundancy & RAID
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How Many Copies?
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FiXity

Digital repositories should
check for fixity prior to any
major migrations,
backups, or changes in
digital storage
infrastructure
configurations — for some
repositories, this may be

monthly, quarterly, or
annually.

http://www.digitalpreservation.gov/docume
nts/NDSA-Fixity-Guidance-Report-
final100214.pdf
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Costs

 Moore’s Law * Kryder’s Law

Computing power doubles every 18 The importance of computing
months, that the costs of storage will power is perhaps not as

thus go down, and therefore significant as the increased
preservation storage costs will be capability of our technologies to
less of a barrier over time (“Moore’s store more and more bits onto
Law—Overview,” Intel Corporation, smaller and smaller hard drives.

http://www.intel.com/research/
silicon/mooreslaw.htm).

GPO U.S. GOVERNMENT PUBLISHING OFFICE | Keeping America Informed www.gpo.gov | facebook.com/USGPO | twitter.com/usgpo



Access U.S. Government information =

on the goand on the shelf.

Developing a Risk Registry

Threats to persistence most frequently include:

« Improper/negligent handling or storage (e.g. improper environmental
conditions).

« Useful life of storage medium is exceeded (e.g. media obsolescence, mean
time to failure exceeded).

* Equipment necessary to read medium is unavailable (e.g., punch card
readers, 7 track tape drive).

« Malicious damage to medium and/or bit sequences (e.g. purposeful
destruction or theft; computer virus).

« Inadvertent damage to medium and/or bit sequences via hardware, software
or operator error.

-Vermaaten, Sally, Brian Lavoie and Priscilla Caplan. "Identifying Threats to Successful Digital Preservation: the SPOT Model for Risk
Assessment." D-Lib Magazine September/October 2012. <http://www.dlib.org/dlib/september12/vermaaten/09vermaaten.html>.

DRAMBORA: http://www.repositoryaudit.eu/
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ISO 16363 Self-Assessment
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Self Assessment

How do you feel your technology “sits” in relation to the technology that would be considered “state of
the art”?

Does the repository see any potential for licenses to dramatically change or are they any situations where
a license has changed and the repository had to react to maintain costs and operations?

What’s your oldest piece of hardware? Why is it needed? How is it used? Can you replace it? How
quickly?

How do the relationships you have with your IT department support these plans?

Have you investigated opportunities to create more geographically dispersed copies of your data?
Have incidents of data loss been detected from integrity checks in the past?

Does the repository preserve its audit logs or persist evidence of integrity checks within the PREMIS
metadata?

Does the repository have an operating procedure for determining how data corruption occurs?
What types of error detection does your repository use?
What data is covered? Where are the error detection codes kept?

Is there a backup?
Do you have a Disaster Preparedness and Recovery Plan? Who has access to it? Who oversees execution
of the plan in the TDR?

When was the last time the Disaster Preparedness and Recovery Plan was reviewed/revised? Can outside
entities disrupt this plan if they have a copy of it?
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Self Assessment continued...

Who has access to backups?
If an error is detected, what happens?
Who reviews logs/reports?

How would the repository recover from a software or security upgrade which perhaps unpredictably
breaks functionality of major software or systems?

Does the repository have the ability to conduct risk analysis before applying an update?

Does the IT department provide notification and communication when upgrades are going to be
applied?

Have you performed any checks to ensure that your hardware lifetime estimates are accurate?
Do you generate a regular schedule for refresh?

Do you have multiple copies of your AlIPs? Where are they located? Who has access to the copies? Are
there different rules for how the copies are treated?

Do keep the same number of copies at the same locations for all collections/types of information?
How do you know all the copies are still the same?

What would happen to data being ingested or synced at the exact moment of a power failure?
How quickly could you respond if a drive failed?
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Self assessment continued...

Are all of the RAID disks the same model, purchased at the same time?

How does the repository monitor the threat of silent data corruption?

Do you have a risk register? What is the most significant risks for your repository? How likely is the risk?
What are you doing to avoid or deal with that risk? Is that process documented?

Do your repository rely on your larger organization to respond to TDR risks? Does their mitigation plan
address the need to protect your AIPs?

Are there any aspects of security risk factors associated with data, systems, personnel, and physical
plant which are not covered?

Does IT understand what the repository’s responsibility is? Describe the AIP
creation/dissemination/storage and backup process. Who can perform each of the steps described?

Which member(s) of your staff are in a position to severely compromise the preservation of your digital
holdings?

Where are backups stored?

How many copies of backups are maintained? How would you do a restore of missing Data Object
/crashed system/facility? How long would it take?

How often do you test your disaster preparedness and recovery plan(s) and what were the results of
the last test?
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